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Abstract: With the introduction of the digital fintech ecosystem 

in India, there has been a paradigm shift in traditional banking 

practices, one of which is the complex and time-consuming 

lending procedure in India. With the popularisation of digital 

credit, lending has become more accessible to the general public, 

catering to the demands of a larger population that previously 

could not access this service. Although this is a booming industry 

with an estimated size of $270 billion in 2022, India's regulatory 

framework cannot keep pace with the sector's rapid growth. It has 

been a concern for both the industry and the customers. This paper 

examines the current regulatory regime governing digital credit in 

India, with a special focus on the RBI Guidelines on Digital 

Lending, 2022, and provides a comparative analysis of the regime 

with foreign laws. The paper also addresses the regulatory gap in 

these laws in India and offers suggestions to enhance the law's 

efficiency and effectiveness. The study employs a doctrinal 

research approach, which involves an extensive review of the 

literature and an analysis of the regulatory frameworks in India 

and foreign countries, highlighting the challenges faced by India's 

digital lending industry. Furthermore, this study's findings have 

significant implications for policymakers, digital lending 

platforms, and consumers in India. 

Keywords: Digital Credit, Digital lending, Fintech, RBI Digital 

Lending Guidelines 

I. INTRODUCTION

The digital credit ecosystem is one of the industries that

has undergone significant changes over the last decade. With 

the digitalisation of the lending process, the majority of 

demand for large lending is met by digital lending apps. [1] 

Using digital mode for all financial activities has become a 

new normal and has attracted various fintech companies to 

operate in this field. One of the services offered by such an 

industry is providing digital credit to customers, which is a 

tempting alternative to traditional bank loans due to their 

time-consuming and complex formalities. Digital credit can 

be defined as a scheme of lending and related services 

provided to customers via digital technologies [2] and include 

services like loan-related customer support, approval of 

loans, buy now pay later schemes by fintech like Simpl, etc. 
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 According to the report by the RBI working group on 

digital lending, [3] although digital credit forms a small 

percentage of the economy, it is growing at a tremendous rate 

[4] , with an estimated market size of 270 billion dollars in

the year 2022 itself, out of this, one-third comprised of small

business and buy now pay later (BNPL) products. This

increase in digital credit is primarily due to demand from

young people under 35 and partnerships with digital lending

fintech apps. [5]

Although these online digital credit platforms have made the

digital credit service easy and accessible to the general public,

they suffer from various potential shortcomings. These

platforms have been charging high-interest rates and

promoting unethical practices for loan recovery, which has

led to multiple data and privacy breaches. [6] Until recently,

this new blooming fintech industry lacked proper backing of

effective laws that could ensure data privacy and cyber

security and prevent fraudulent activities by unscrupulous

lenders. To address this regulatory gap, the RBI introduced

new guidelines for the digital credit sector, promoting

transparency, safeguarding clients, and preventing

unscrupulous debt collection methods. [7] These guidelines

apply from November 2022 to all the Regulated banks and

NBFCs.

The RBI's new guidelines are a significant step towards a

responsible digital credit market. Still, enhanced regulatory

and legislative frameworks are required to fully recognise

fintech's potential for providing digital credit while

efficiently preventing financial fraud. Due to the complexity

of business models, rapidly advancing technologies, the

overlap of several sectors, and the specific challenges faced

by the current emerging economy in India, the attempts to

regulate fintech business models are frequently complicated

and encouraged by piecemeal solutions, leading to regulatory

arbitrage in an already fragmented landscape. A practical

solution to this is to consider a global perspective on laws

governing digital credit and incorporate them into India's

existing regulatory regime.

II. BACKGROUND OF DIGITAL CREDIT IN INDIA

Although digital credit was more accessible to foreign 

economies, it formally started in India in 2010 with the 

adoption of such a mode of lending by fintech startups and 

NBFCs [8]. The popularity of this credit system skyrocketed 

among the general public. The credit for its exponential 

growth can also be attributed to the approval of this mode by 

traditional commercial banks, which resorted to digital credit 

by creating their online portals or partnering with NBFCs.  

The introduction of the Pradhan  

Mantri Jan Dhan Yojana 

Scheme in 2015 also helped 

popularise digital credit. The 

scheme aimed at expanding 
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the availability of financial services at reasonable prices to 

the masses and was successful in connecting people in the 

remotest areas of the country to the banking system. The 

benefits under the scheme included services like opening 

bank accounts and providing remittances, credit, insurance, 

and pensions to the people. This increased the customer base 

of commercial banks, which in turn led to more widespread 

usage and greater accessibility of digital banking services 

among the population.  

According to the last RBI Composite Financial Inclusion 

Index in March 2022, [9] there has been a significant and 

positive change in the availability of easy finances due to an 

increase in digital credit. Additionally, the accessibility of 

financial sectors has increased in society, as pointed out in the 

index. According to the index, financial inclusion has 

increased from 43 in 2017 to 56 in 2022, representing 

significant growth for the economy over a relatively short 

period.   

The easy availability of loans and the high growth of this 

industry were not accompanied by the speedy development 

of regulations, which created several loopholes for the digital 

credit industry, including loan recovery through various 

radical means. Analysis of such loopholes in the law and 

formulation of possible solutions to bridge them is a pressing 

need. The current most comprehensive regulation regarding 

digital credit is the latest RBI Guidelines for digital lending, 

as mentioned above; however, these guidelines are still in 

their early stages of development and require further 

refinement. 

III. ANALYSIS OF THE CURRENT REGULATORY 

FRAMEWORK FOR DIGITAL CREDIT 

The RBI guidelines for digital credit, [10] Effective from 

November 2022, the regulations have provided much clarity 

on how to deal with digital credit, with the primary aim of 

regulating the financial structure in the Indian market. [11] It 

has a protective framework for the customers to prevent their 

data breaches or any ill practices for loan recovery 

incorporated by the credit providers. According to the RBI, 

these credit providers are classified into three categories: 

• Organizations that are subject to RBI regulation are 

legitimately permitted to carry out lending 

businesses. 

• Organizations that are legally permitted to engage in 

lending operations but are not directly under the RBI 

regulation 

• Lenders who operate outside the scope of applicable 

laws or regulations 

The RBI guidelines primarily focus on regulating the third 

classification. Some of the significant highlights of the 

guidelines are dealt with herewith: 

A. Applicability Of RBI Guidelines on Digital 

Lending 

The applicability of RBI guidelines became effective from 

November 30th, 2022, for the regulated entities, which, 

according to Rule 2.9, include 

• Commercial banks and Non-commercial Banks 

• State Cooperative Banks 

• Urban Cooperative Banks 

• District Central Cooperative Banks 

• NBFCs, including Housing Finance Companies. 

B. Protection of the borrower's interest 

1. No disbursal of loans to third-party accounts except 

under the guidelines. 

The guidelines provide that the loan disbursals should be 

made directly to the bank accounts of the borrower; however, 

it can be done so only under three circumstances, which are 

provided in the guidelines themselves: 

• Disbursal is covered under any other regulation 

separately. 

• Monetary movement between regulated entities and 

Co-lending transactions. 

• Disbursals are where the loans are authorised for any 

end use, where the loan has to be disbursed to the 

end user's bank account. 

2. Elimination of any extra charges. 

• Fees, charges, etc.: Before the formulation of the 

guidelines, the existence of extra charges and 

payments was prevalent in the name of lending fees. 

However, with the introduction of the guidelines, the 

costs must be borne by the loan providers 

themselves, and no such charges should be imposed 

directly on borrowers.  

• Penalties: The guideline stipulates that the rate of 

penalties must be mandatorily published annually in 

a KFS, i.e., Key Financial Statements. 

3. Disclosure requirements imposed by lenders on 

borrowers. 

• Annual Percentage Rate: The annual percentage 

rate is a charge imposed on the borrower of the 

digital loan, determined every year, and includes 

expenses such as the cost of funds, credit cost, and 

processing costs. The new guidelines mandated the 

disclosure of APR to borrowers. 

• Key Fact Statement: It is a page-long table 

comprising essential information about a loan. The 

guideline stipulates that the regulated entity must 

provide a Key Facts Statement (KFS) to borrowers 

before executing the loan. This KFS should include 

Details of the DPR, recovery mechanism, cooling-

off period for the loan, and information about the 

grievance Redressal officer.  

• Digitally signed documents: The registered entity 

must provide all digitally signed documents to the 

borrower on the date of contract execution related to 

the loan. These digitally signed documents include a 

Summary of the Loan product, KFS, Sanction letter, 

Terms and Conditions, Account Statement, Privacy 

Policies, and any other relevant documents for the 

execution of the loan. 

• Details of the recovery agent: The guideline 

provides details of the LSP that will act as the 

regulated entity's recovery agent, i.e., the entity 

providing the loan to the 

borrower.  
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4. Appointment of grievance redressal officer. 

The guidelines provide for the appointment of a grievance 

redressal officer by each regulated entity, who will oversee 

fintech or digital credit complaints in India. The officer's 

information had to be mandatorily mentioned on the creditor's 

website as well as in the Key Fact Statement. 

5. Option for exiting from digital lending without penalty. 

The guideline provided a cooling-off and look-up period, i.e., 

a period of not less than three days for a loan that matured 

after seven days or more, and not less than one day for a loan 

that matured in less than seven days. Furthermore, borrowers 

were to be given the option to exit digital lending with no 

additional penalty. 

6. Ensure Due diligence 

The guidelines stipulated that the regulated entity should 

ensure the technical abilities, fairness in conduct, and the 

ability to comply with the regulations of the LSPs, who would 

act as recovery agents for the lenders regarding the loan 

amount. 

C. Ensure Proper Technology And Data 

Requirements 

1. Data collection activities are to be only on a need-

only basis. 

The guideline stipulates that the RE should collect data on a 

need-only basis, and no access should be requested for any 

file, media, contact list, or call logs of the borrower. However, 

the guideline also provided an exception to this general Rule 

in the form of access to KYC, where only one-time access 

from the borrower is required. The reasons for requesting any 

data from the entity were also to be provided by them. 

Furthermore, any sharing of the data with a third party would 

require the borrowers' mandatory consent.  

2. Disallowance in storing personal details of the 

borrowers. 

The guideline prohibited lenders from storing any personal 

data, except for their name, contact information, or address, 

as needed to perform the lending activity. Furthermore, the 

guideline stipulates that the lender may store no biometric 

data unless permitted to do so by a statutory procedure.  

3. Ensure a well-defined privacy policy 

The entity should ensure that apps providing lending services 

and any other loan service providers have a robust privacy 

policy in accordance with the guidelines set by the RBI, and 

that this policy is made publicly available by the Apps.  

4. Mandatory reporting of lending to Credit 

Information Companies. 

Credit information companies are organisations that collect, 

analyse, and maintain credit data on borrowers, businesses, 

and organisations. The guidelines stipulate that any lending 

activity undertaken through digital apps or lending service 

providers must be reported to the CIC under the CIC 

(Regulation) Act, 2005. These requirements are not affected 

by the duration of the loans. 

5. Provision for loss-sharing arrangements during 

defaults. 

The guidelines ensured that the Regulated entity should 

follow the Master Direction – RBI (Securitisation of Standard 

Assets) Directions, 2021 [12] while offering financial 

products where any third-party guarantee for compensation 

for a certain percentage of loan default is involved. 

IV. CHALLENGES FACED BY THE PRESENT 

DIGITAL LENDING REGULATIONS 

A. The regulations are more "rule-based" rather 

than "principle-based," which prevents new entrants in 

the market. 

Rules-based regulations are specific rules that must be 

followed or used to govern a particular organization or 

industry. [13] In contrast, Principle-based regulations are a 

much broader form of regulations where the outcome and the 

principles are set; however, the way to achieve the result is 

left to the organisation. [14] 

Due to such stringent guidelines concerning the charge of fees 

or the appointment of a separate officer for complaints 

regarding loan defaults. The overall cost of operation would 

increase, preventing the expansion of digital lending 

platforms, which might be repugnant to enter into such a rule-

based market. 

▪ The non-applicability of the guidelines on 

payment aggregators is increasing the time required for 

loan processing.  

Payment aggregators, as per the RBI Guidelines on 

Regulation of Payment Aggregators and Payment Gateways, 

[15] are defined as "Entities that facilitate e-commerce sites 

and merchants to accept various payment instruments from 

the customers for completion of their payment obligations 

without the need for merchants to create a separate payment 

integration system of their own." The RBI guidelines restrict 

such Payment aggregators from combining money from 

borrowers and lenders, as they prevent the handling or 

passing of funds from a third party. This restriction has also 

been confirmed by the FAQ released by the RBI regarding 

whether Personal Aggregators should be considered an 

exception to the guideline of non-allowance of money 

transfers to a third party. [16] 

This increased the time to process loans and created a need 

for specific and explicit consent. This is because, after the 

setting aside of Personal aggregators, creditors must verify 

the creditworthiness of customers themselves, resulting in a 

longer processing time and a decrease in loan disbursements 

to underserved customers. [17] 

▪ Lack of regulations against the charging of 

exorbitant interest rates by the digital credit sector. 

With fierce competition between peer lending service 

providers in India and traditional financial systems unable to 

meet borrowers' demands, many digital lending companies 

are adopting lending practices that involve lending to 

borrowers beyond their repayment capacity at very high rates. 

Although this is legally correct, it comes back to the other 

lenders due to outdated personal bankruptcy laws in the 

country.  
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The current guidelines fail to protect borrowers who face 

losses due to unethical practices, primarily because of a lack 

of regulations against such practices. 

▪ Lack of balance of regulations between the 

borrowers and the digital credit sector. 

Although the RBI guidelines for regulating the digital lending 

sector are a practical step towards controlling the digital 

credit market, the rules are more borrower-centric, creating a 

lengthy due diligence process for lending companies. The 

laws should also aim to bring improvement in the Fintech 

sector to enhance financial inclusion in all aspects of the 

economy. Subsequently, a balance should be struck between 

the borrower's rights and the rights of the FinTech digital 

lending sector. 

V. COMPARISON OF REGULATORY APPROACHES 

IN DIGITAL LENDING IN INDIA WITH OTHER 

JURISDICTIONS 

India is not the only country that is regulating digital lending. 

Several other countries have adopted different regulatory 

approaches to address issues related to digital lending. In this 

response, we will compare the regulatory policies adopted in 

India with those in other countries, including the United 

States, China, the UK, Australia, and Kenya.  

A. India 

In India, digital lending is regulated by various laws, 

including the Reserve Bank of India (RBI) Act of 1934 [18] 

and the Information Technology Act of 2000. [19] In 

addition, the RBI has issued several guidelines and 

regulations to govern the activities of online lending 

platforms. The guidelines require online lenders to disclose 

their lending rates and other terms and conditions to 

borrowers and limit the amount of interest that lenders can 

charge. Moreover, online lenders must adhere to strict risk 

management standards and comply with anti-money 

laundering regulations. 

However, the regulatory approaches adopted in India differ 

from those in other countries, such as the United States, 

China, Kenya, and many others. Although approaches by all 

the countries seek to ensure transparency, protect borrowers 

from predatory lending practices, and maintain the stability 

of the financial system. However, there may be differences in 

the specific regulations and guidelines issued by each 

country's regulatory authorities. India is one of the largest and 

fastest-growing digital lending markets globally. The 

regulatory approach to digital lending in India has evolved 

over the years, characterised by a mix of traditional and 

innovative regulatory measures. Here is a comparison of 

regulatory approaches in digital lending in India with other 

countries: 

➢ Regulation of peer-to-peer lending: In India, the 

Reserve Bank of India (RBI) has issued guidelines for 

regulating peer-to-peer lending platforms. The 

guidelines mandate that such platforms must obtain 

registration from the RBI and adhere to specific 

prudential norms. In contrast, many other countries have 

taken a more hands-off approach to regulating peer-to-

peer lending, relying on industry self-regulation. 

 

 

➢ Digital KYC norms: India has introduced digital 

know-your-customer (KYC) norms, allowing borrowers 

to complete the KYC process online, which has helped 

reduce the time and cost of loan disbursals. Other 

countries have also introduced digital Know Your 

Customer (KYC) norms, but the extent and scope of 

these regulations vary. 

➢ Microfinance regulation: In India, microfinance 

institutions are regulated by the Reserve Bank of India 

(RBI), which has issued guidelines on the interest rates 

that can be charged on microfinance loans. Other 

countries, such as Bangladesh and Cambodia, have also 

developed regulatory frameworks for microfinance 

institutions. 

➢ Open banking: India has introduced open banking 

regulations that require banks to share customer data 

with third-party providers. This has facilitated the 

development of digital lending platforms that utilise 

bank data to assess creditworthiness. Other countries, 

such as the United Kingdom, have also introduced open 

banking regulations, but their implementation and scope 

vary. 

B. United States 

In the US, digital lending platforms are regulated at both the 

federal and state levels. Federal laws such as the Truth in 

Lending Act (TILA) [20] and Equal Credit Opportunity Act 

(ECOA) [21] apply to all lenders, including digital lenders. 

Additionally, individual states have their laws and regulations 

that apply to digital lending activities. For example, some 

states require digital lenders to obtain a license before 

operating in the state. The Consumer Financial Protection 

Bureau (CFPB) [22] also has the authority to enforce federal 

consumer protection laws and has recently released 

guidelines for digital lending platforms. 

C. China 

In China, digital lending platforms are regulated by several 

government agencies, including the People's Bank of China 

(PBOC) and the China Banking and Insurance Regulatory 

Commission (CBIRC) [23]. In 2019, the PBOC released new 

regulations for online lending platforms, including 

registration, disclosure, and risk management requirements. 

The CBIRC also issued new rules for online lending in 2019, 

requiring platforms to maintain sufficient capital, limit the 

number of loans to individual borrowers, and ensure the 

accuracy of borrower information. 

D. Kenya 

In Kenya, digital lending is regulated by the Central Bank of 

Kenya (CBK), which has issued guidelines and regulations to 

govern the activities of online lending platforms. The 

guidelines require online lenders to disclose their lending 

rates and other terms and conditions to borrowers and limit 

the amount of interest that lenders can charge. Moreover, 

online lenders must adhere to strict risk management 

standards and comply with anti-money laundering 

regulations. [24] However, India  

has taken an innovative and 

evolving approach to regulate 

digital lending, with a focus 

http://doi.org/10.54105/ijef.A2542.053123
http://doi.org/10.54105/ijef.A2542.053123
http://www.ijef.latticescipub.com/


Indian Journal of Economics and Finance (IJEF) 

ISSN: 2582-9378 (Online), Volume-3 Issue-1, May 2023 

                                         5 

Published By: 
Lattice Science Publication (LSP) 

© Copyright: All rights reserved. 

 

Retrieval Number:100.1/ijef.A2542053123 

DOI:10.54105/ijef.A2542.053123 

Journal Website: www.ijef.latticescipub.com 
 

on promoting financial inclusion and protecting consumer 

rights.  

While there are similarities with regulatory practices in other 

countries, India's regulatory framework for digital lending 

has its unique challenges. 

E. United Kingdom 

In the UK, digital lending platforms are regulated by the 

Financial Conduct Authority (FCA), which is responsible for 

overseeing consumer protection and market stability. The 

FCA requires digital lenders to obtain authorization before 

operating and comply with its rules on conduct and 

disclosure. In 2019, the FCA introduced new regulations for 

peer-to-peer lending platforms, which included stricter 

requirements for risk management and disclosure. 

F. Australia 

In Australia, digital lending platforms are regulated by the 

Australian Securities and Investments Commission (ASIC). 

[25] The ASIC requires digital lenders to obtain an Australian 

Credit License (ACL) before operating and complying with 

its disclosure, fees, and responsible lending regulations. In 

2019, the ASIC released new guidelines for digital lenders, 

which included requirements for clear and concise disclosure, 

responsible lending practices, and effective dispute resolution 

mechanisms. Lastly, digital lending is a rapidly growing 

industry worldwide, and regulatory approaches vary 

significantly across different countries. While each country's 

regulatory framework may differ, the overarching goal is to 

protect consumers and maintain market stability. India's 

regulatory approach to digital lending is evolving to address 

consumer protection concerns and promote responsible 

digital lending practices. 

VI. SHORTCOMINGS IN REGULATION OF THE 

DIGITAL LENDING SECTOR IN INDIA 

COMPARED TO OTHER COUNTRIES 

Digital lending platforms have emerged as a popular 

alternative to traditional banking channels, providing 

customers with quick and easy access to credit. However, 

these platforms also present several challenges for regulators 

in overseeing banking regulation, as they operate in a 

relatively new and rapidly evolving space. [26] Some of the 

critical challenges faced by regulators in overseeing digital 

lending platforms in banking regulation in India include: 

Lack of regulatory clarity: Currently, there is no dedicated 

regulatory framework in place for digital lending platforms in 

India, which can make it challenging for regulators to ensure 

that these platforms operate in compliance with relevant laws 

and regulations. The guidelines introduced by the RBI are 

also rule-based rather than principle-based and are unable to 

provide a comprehensive framework for regulating the digital 

lending sector. 

Data privacy concerns: Digital lending platforms typically 

collect and process large amounts of personal and financial 

data from borrowers, raising concerns about data privacy and 

security. Although the new guidelines prevent the 

unnecessary collection of data and provide for the 

classification of data that can be collected from borrowers, 

they do not provide measures to safeguard sensitive 

information, such as Know Your Customer (KYC) data. 

Consumer protection issues: There have been reports of 

unfair lending practices and predatory behaviour by some 

digital lending platforms in India, including excessive interest 

rates, hidden fees, and harassment of borrowers. The Indian 

regulatory framework, unlike that of foreign countries such 

as the US, is unable to ensure that these platforms treat 

borrowers fairly and transparently. 

Cross-border issues: Many digital lending platforms in 

India are owned or operated by foreign entities, which can 

complicate regulators' efforts to enforce local laws and 

regulations. Regulators must work closely with their 

international counterparts to ensure that these platforms 

operate in compliance with relevant laws and regulations in 

both India and other jurisdictions. One of the primary 

challenges regulators face is the lack of clarity regarding the 

legal and regulatory framework for digital lending platforms. 

[27] While the Reserve Bank of India (RBI) has recently 

issued guidelines for the regulation of digital lending 

platforms, there is still some uncertainty about how these 

guidelines will be implemented and enforced. Another 

challenge is the potential for digital lending platforms to 

engage in unfair or predatory lending practices. [28] For 

example, some platforms may charge exorbitant interest rates 

or use aggressive debt collection tactics, which can harm 

borrowers and undermine the stability of the financial system. 

Regulators also face challenges in monitoring and managing 

the risks associated with digital lending platforms. These 

risks include credit risk, operational risk, cybersecurity risk, 

and other related risks. Given the fast-paced and innovative 

nature of the digital lending industry, regulators may struggle 

to keep up with emerging threats and adapt their regulatory 

framework accordingly. However, there is a challenge in 

ensuring consumer protection in digital lending platforms. As 

these platforms often operate entirely online and rely on 

algorithms to make lending decisions, there is a risk of bias 

and discrimination against certain groups of borrowers. 

Regulators need to ensure that digital lending platforms are 

transparent in their lending practices and treat all borrowers 

fairly and equally. In summary, the challenges faced by 

regulators in overseeing digital lending platforms in banking 

regulation include legal and regulatory ambiguity, unfair 

lending practices, risk management, and consumer 

protection. The recent RBI guidelines are a step in the right 

direction, but ongoing monitoring and regulation will be 

necessary to ensure a stable and fair digital lending 

environment. 

VII. POTENTIAL SOLUTIONS TO ADDRESS 

REGULATORY GAPS IN DIGITAL LENDING IN 

INDIA 

Digital lending has become increasingly popular in recent 

years due to its efficiency and convenience. However, it has 

also exposed some regulatory gaps in banking regulations. 

Here are some potential solutions to address these gaps: 

 

 

 

 

 

 

 

http://doi.org/10.54105/ijef.A2542.053123
http://doi.org/10.54105/ijef.A2542.053123
http://www.ijef.latticescipub.com/


 

Digital Lending Laws in India and Beyond: Scrutinizing the Regulatory Blind Spot 

                                         6 

Published By: 
Lattice Science Publication (LSP) 

© Copyright: All rights reserved. 

 

Retrieval Number:100.1/ijef.A2542053123 

DOI:10.54105/ijef.A2542.053123 

Journal Website: www.ijef.latticescipub.com 
 

➢ Clarify Regulatory Jurisdiction 

There is a need to clarify the regulatory jurisdiction of digital 

lenders. Currently, some digital lenders operate in a 

regulatory grey area, falling outside the purview of traditional 

banking regulations. To address this, regulators can provide 

more precise guidance on which digital lending activities fall 

under banking regulations and which do not. Furthermore, the 

current restriction on the handling of funds by third parties, 

particularly Personal aggregators, should be re-examined, 

and provisions allowing personal aggregators to act as 

intermediaries should be added to the regulatory guidelines.  

➢ Establish Minimum Regulatory Standards 

To ensure that digital lenders adhere to the same regulatory 

standards as traditional banks, regulators can establish 

minimum regulatory standards for digital lending activities. 

These standards can include requirements for consumer 

protection, data privacy, and financial stability; however, 

unlike the existing regulatory framework in India, they should 

strike a balance between the rights of both borrowers and 

creditors, while also avoiding significant adverse effects on 

the growth of the digital credit sector due to overly stringent 

rules. 

➢ Increase Oversight And Enforcement 

Regulators can increase their oversight and enforcement 

efforts to ensure that digital lenders comply with regulatory 

requirements. This can include conducting regular audits and 

inspections of digital lenders, imposing fines and penalties for 

non-compliance, and revoking licenses for repeated 

violations. 

➢ FORMULATE ADEQUATE REGULATIONS FOR CYBER 

SECURITY 

There are several regulatory gaps in India's banking system, 

but one of the most pressing is the lack of adequate 

cybersecurity regulations, as observed in the case of Shreya 

Singhal v. UOI. [29] The current legal framework does not 

adequately address cyber threats and data breaches, leaving 

Indian banks vulnerable to cyber-attacks. [30] 

To fill this gap, Indian regulators could look to overseas 

banking regulations, particularly those in the European Union 

and the United States, which have more comprehensive 

cybersecurity requirements. For example, the EU's General 

Data Protection Regulation (GDPR) [31] mandates strict data 

protection and breach notification requirements. At the same 

time, the US Federal Financial Institutions Examination 

Council (FFIEC) [32] provides detailed guidance on 

cybersecurity risk management. By adopting similar 

regulations, Indian banks could better protect themselves and 

their customers from cyber threats, ensuring the security and 

stability of the financial system as a whole. Overall, these 

potential solutions can help address regulatory gaps in digital 

lending, ensuring that digital lenders operate safely and 

soundly while providing access to credit for underserved 

communities. 

VIII. CONCLUSION 

In conclusion, digital lending has become increasingly 

popular worldwide, raising regulatory concerns in many 

countries. Regulators are grappling with how best to oversee 

digital lending platforms in banking regulation to ensure 

consumer protection and financial stability. While many 

developed countries have established legal and regulatory 

frameworks for digital lending, developing countries face 

unique challenges in this area. Limited resources, a lack of 

data, and unreasonable legal and regulatory frameworks are 

some of the challenges that regulators in developing countries 

face when overseeing digital lending platforms. The digital 

lending industry has emerged as a significant player in the 

global financial services landscape. However, as with any 

rapidly evolving sector, regulatory concerns have arisen that 

require scrutiny and monitoring by regulatory bodies. The 

rapid pace of technological innovation and the emergence of 

new business models in developing countries present 

significant challenges for regulatory bodies, particularly in 

ensuring consumer protection, cybersecurity, and compliance 

with Know Your Customer (KYC) and Anti-Money 

Laundering (AML) regulations. Additionally, consumers in 

such countries may be more susceptible to predatory lending 

practices, and cross-border issues can complicate regulatory 

oversight. 

To address these challenges, regulators in India may need to 

work closely with industry participants and international 

organisations to develop effective regulatory frameworks that 

protect consumers and promote financial stability. This may 

include establishing minimum regulatory standards, 

clarifying regulatory jurisdiction, requiring licensing and 

registration, strengthening disclosure requirements, and 

increasing oversight and enforcement efforts, as is prevalent 

in foreign countries. 

While the regulatory framework for digital lending is 

evolving, and the recent RBI guidelines for Digital Lending 

were a significant step towards regulating the sector, there is 

still a need to develop the laws at a faster pace. It is essential 

for digital lenders to remain compliant with the latest 

regulations and to prioritise consumer protection, data 

privacy, and cybersecurity to build trust with their customers 

and maintain a sustainable business model. Overall, 

regulatory scrutiny in the digital lending industry is essential 

to ensure that consumers are protected and that financial 

stability is maintained. While challenges remain, there is an 

opportunity for regulators to work collaboratively with 

industry participants and other stakeholders to develop 

effective regulatory frameworks for digital lending that 

promote financial inclusion and protect consumers. 

ACKNOWLEDGMENT 

It is certainly not possible to delve into any area of study 

without the assistance and encouragement of other people. 

This one is no exception; we would like to thank Garima 

Goswami Ma'am, Assistant Professor of Law, GNLU, for 

allowing us to prepare this paper. Her insight into the subject 

and constant provision of succinct material have greatly 

helped us while researching and drafting this article. We also 

take this opportunity to express our deep gratitude to the 

GNLU Library Department for their cordial support, valuable 

information, and guidance, which greatly assisted us in our 

research and contributed to the 

completion of this research 

paper at various stages.  

 

http://doi.org/10.54105/ijef.A2542.053123
http://doi.org/10.54105/ijef.A2542.053123
http://www.ijef.latticescipub.com/


Indian Journal of Economics and Finance (IJEF) 

ISSN: 2582-9378 (Online), Volume-3 Issue-1, May 2023 

                                         7 

Published By: 
Lattice Science Publication (LSP) 

© Copyright: All rights reserved. 

 

Retrieval Number:100.1/ijef.A2542053123 

DOI:10.54105/ijef.A2542.053123 

Journal Website: www.ijef.latticescipub.com 
 

Further, we are truly indebted to the constant help and support 

we received from everyone during the drafting of this paper. 

All errors, however, remain solely attributable to us. 

DECLARATION 

Funding/ Grants/ 

Financial Support 

No. I didn't receive any 

funding. 

Conflicts of Interest/ 

Competing Interests 

No conflicts of interest to the 

best of our knowledge. 

Ethical Approval and 

Consent to Participate 

No, the article does not require 

ethical approval or consent to 

participate, as it presents 

evidence. 

Availability of Data and 

Material/ Data Access 

Statement 

Not relevant. 

Authors Contributions 
All authors have equal 

participation in this article. 

REFERENCES 

1. Knowledge Committee of the Digital Lenders Association of India, 

Fintech-led Digital Lending: Coming of Age(Impact Created, 

Pertinent issues, and Outlook 2030, Experian, 10 (2022), 
https://www.experian.in/wp-

content/uploads/2023/01/Experian_White-Paper_Fintech-led-

Digital-Lending.pdf. 
2. John Owens, Responsible Digital Credit: What Does Responsible 

Digital Credit Look Like?, Centre for Financial Inclusion, 4 (2018), 

https://content.centerforfinancialinclusion.org/wp-
content/uploads/sites/2/1970/01/Responsible_Digital_Credit_FINAL

_2018.07.18.pdf. 

3. Jayant Kumar Dash (Chairman, Working group of Digital Lending), 
Report of the Working Group on Digital Lending including Lending 

through Online Platforms and Mobile Apps, Reserve Bank of India, 

(2021), 
https://rbidocs.rbi.org.in/rdocs/PublicationReport/Pdfs/DIGITALLE

NDINGF6A90CA76A9B4B3E84AA0EBD24B307F1.PDF. 
4. Jayant Kumar Dash (Chairman, Working group of Digital Lending), 

Report of the Working Group on Digital Lending including Lending 

through Online Platforms and Mobile Apps, Reserve Bank of India, 
(2021), 

https://rbidocs.rbi.org.in/rdocs/PublicationReport/Pdfs/DIGITALLE

NDINGF6A90CA76A9B4B3E84AA0EBD24B307F1.PDF. 
5. Sai Krishna Kumaraswamy, Regulators Eye Digital Credit in India: 

What Does it Mean for MSEs?, CGAP, (2023), 

https://www.cgap.org/blog/regulators-eye-digital-credit-in-india-
what-does-it-mean-for-mses. 

6. Bhumesh Verma, Digital Lending - Background and Impact of new 

RBI Guidelines, LawStreetIndia, 2022, 
http://www.lawstreetindia.com/experts/column?sid=691. 

7. Reserve Bank of India, Guidelines on Digital Lending, (2022), 

https://rbidocs.rbi.org.in/rdocs/notification/PDFs/GUIDELINESDIG
ITALLENDINGD5C35A71D8124A0E92AEB940A7D25BB3.PDF. 

8. Bhumesh Verma, Digital Lending - Background and Impact of new 

RBI Guidelines, LawStreetIndia, (2022), 
http://www.lawstreetindia.com/experts/column?sid=691. 

9. Reserve Bank of India, Financial Inclusion Index (FI-Index), (2022), 

https://rbidocs.rbi.org.in/rdocs/PressRelease/PDFs/PR635FII008AC8
0BF27C48988B1248959521F278.PDF. 

10. Reserve Bank of India, Guidelines on Digital Lending, (2022), 

https://rbidocs.rbi.org.in/rdocs/notification/PDFs/GUIDELINESDIG
ITALLENDINGD5C35A71D8124A0E92AEB940A7D25BB3.PDF. 

11. Reserve Bank of India, Guidelines on Digital Lending, (2022), 

https://rbidocs.rbi.org.in/rdocs/notification/PDFs/GUIDELINESDIG
ITALLENDINGD5C35A71D8124A0E92AEB940A7D25BB3.PDF. 

12. Master Directions-RBI (Securitisation of Standard Assets) Directions, 

2021 (India). 
13. 205 BRIGITTE BURGEMEESTRE , JORIS HULSTIJN, LEGAL 

KNOWLEDGE AND INFORMATION SYSTEMS, 37-46, (IOS Press 2009). 

14. 205 BRIGITTE BURGEMEESTRE , JORIS HULSTIJN, LEGAL 

KNOWLEDGE AND INFORMATION SYSTEMS, 37-46, (IOS Press 2009). 

15. Reserve Bank of India, Guidelines on regulation of Payment 
Aggregators, 2021. 

16. Reserve Bank of India, FAQ on Guidelines on Digital Lending 

(Question 8), RBI.ORG (Sep. 2022), 
https://www.rbi.org.in/Scripts/FAQView.aspx?Id=155. 

17. Akhileshwari Anand, Digital Lending in India: Analysis and 

Implications, Indian Journal of Law and Technology, (2023). 
18. Reserve Bank of India Act, 1934, No. 2, Acts of Parliament, 1934 

(India). 

19. Information Technology Act, No. 21, Acts of Parliament, 2000 

(India). [CrossRef] 
20. The Truth in Lending Act (TILA), 15 U.S.C. 1601 et seq. (1968). 
21. Equal Credit Opportunity Act, 15 U.S.C. §§ 1691- 1691f. 

22. Dodd-Frank Wall Street Reform and Consumer Protection Act, 12 

U.S.C. §§ 5301-5494. 
23. Banking and Insurance Regulatory Commission (BIRC) Reform Plan, 

State Council of the People's Republic of China, 2018. 

24. Constantin Johnen, Promises and pitfalls of Digital Credit: Empirical 
evidence from Kenya, Plos One, (2021), 

https://doi.org/10.1371/journal.pone.0255215. [CrossRef] 
25. Australian Securities and Investments Commission Act 2001 (Cth), 

Chapter 7, Part 7.1 - Australian Securities and Investments 

Commission. 

26. Ulric Eriksson Von Allmen, Filling the Gap: Digital Credit and 

Financial Inclusion, Monetary and Capital Markets Department, 

International Monetary Fund, (2020). 
27. Ioannis Anagnostopoulos, Fintech and Regtech: Impact on regulators 

and Banks, 100 Journal of Economics and Business, 7–25 (2018). 

[CrossRef] 
28. Kishnan Kumar Pandey, A study on the role of Fintech in Digital 

Lending: Status Quo and way forward, International Journal on 

Research and Analytical Reviews, (2022). 
29. Shreya Singhal v. UOI, AIR 2015 SC 1523. 

30. Kishnan Kumar Pandey, A study on the role of Fintech in Digital 

Lending: Status Quo and way forward, International Journal on 
Research and Analytical Reviews, (2022). 

31. European Union, General Data Protection Regulation (OJ L 119, 4.5 

May 2016, pp. 1–88). 
32. Federal Financial Institutions Examination Council, 

https://www.ffiec.gov/ (April 7, 2023). 

AUTHOR’S PROFILE 

Avi Modi is a BCOM LLB student of Gujarat National 

Law University, Gandhinagar and is currently in the 

2020-2025 batch. He has a keen interest in the workings 
of parliament and has interned under the former Speaker 

of Lok Sabha. He is hardworking, diligent, and is still 

exploring various options that the law has to offer. 
 

 
 Vaibhav Kesarwani is a student of Gujarat National 

Law University, Gandhinagar. He is pursuing the BBA-

LLB course and is part of the 2020-2025 batch. He wants 
to pursue his career in the field of corporate law, 

particularly in the Banking and Finance team. He has a 

broad interest in mooting and has recently participated in 
the NLIU INSOL Corporate Law Moot, 2022. He plans 

to delve deeper into this area and gain expertise in the field. He is 

hardworking, passionate and has an eager-to-learn attitude. 

 
Disclaimer/Publisher’s Note: The statements, opinions and 

data contained in all publications are solely those of the 

individual author(s) and contributor(s) and not of the Lattice 

Science Publication (LSP)/ journal and/ or the editor(s). The 

Lattice Science Publication (LSP)/ journal and/or the 

editor(s) disclaim responsibility for any injury to people or 

property resulting from any ideas, methods, instructions or 

products referred to in the content. 

 

 

 

http://doi.org/10.54105/ijef.A2542.053123
http://doi.org/10.54105/ijef.A2542.053123
http://www.ijef.latticescipub.com/
https://ebooks.iospress.nl/volume/legal-knowledge-and-information-systems-5
https://ebooks.iospress.nl/volume/legal-knowledge-and-information-systems-5
https://ebooks.iospress.nl/volume/legal-knowledge-and-information-systems-5
https://ebooks.iospress.nl/volume/legal-knowledge-and-information-systems-5
mailto:akhileshwari.a@nishithdesai.com
https://doi.org/10.1093/slr/21.2.126
https://doi.org/10.1371/journal.pone.0255215
https://doi.org/10.1371/journal.pone.0255215
https://doi.org/10.1016/j.jeconbus.2018.07.003
https://www.ffiec.gov/

